Kak He cTarhb KepTBOil MOIICHHHUKOB

cnocobwl XUWeHus ¢ OAHKOBCKUX Kapm

Kxak usbescamo

1. OTKpbBITHIE KPAaXKU KapT.

Tpers TpecTyIJICHHWN CBS3aHHBIX C XHIICHHEM
JIeHeT ¢ OaHKOBCKMX KapT IPOHMCXOIUT CaMbIM
OaHATBHBIM «OTKPBITEIM» CITOCOOOM. JleHbIm C
KapThl MOXKET CHATh KTO-TO M3 HEYHCTHIX Ha PYKY
POJICTBEHHHKOB MJIM 3HAKOMBIX

Kaxkmass kapra 3alldileHa dYeThIPeX3HAYHBIM
pin-komoM, KOTOpBIH JODKEH 3HATH TOJNBKO €€
nepkatenb. He HyXHO co0OO0maTh 3TOT KOJ
HUKOMY W HE TOJ KakuM mpemnorom. Jlaxe
polncTBeHHMKaM. M He B KOoeM cioydyae He
numuTe Pin-koa Ha camoit kapte. OueHb 4acTo
JIFOIM JIMIIAIOTCA CBOMX JIEHET MMEHHO IO DTOH
npuurHe. B ciydae moTepy KapThl. BBl JIOJKHBI
CpOYHO MO3BOHUTL B 0OaHK M 3a0J0KHPOBATH
Bally 0aHKOBCKYIO KapTy.

2. Xumenune mnpu mnomMomu «MoOMIBHOrO
0anka». BaxHO NOMHHUTb, YTO MOIYJSPHBIE
ceromus ycnyrd «SMS-uHbopMHupOBaHHe» WIH
«MOOUIBbHBIN OaHK» MOIKIIIOYAOTCS o
3adBJICHUIO JepkaTensl OaHKOBCKOM KapThl K
YKa3aHHOMY B 3asBJICHHHM HoMepy TenedoHna. U1
€CIM BIOCJEJICTBUM BJaJelell MEHAEeT HOMep
TenedoHa m He oOpammaercs B OaHK C MPOCHOOWA
OTKJIIOYHUTh  yCIyry, TO HOBBII  Biajenen
Tene()OHHOTO0 HOMEpa WMEET TMOJNHBIA JOCTYN K
BammM cdetam. OTCrola ¥ y4acTUBIIUECS (aKThI
XUILECHUS AEHEKHBIX CPEICTB.

OTKJIFOUUTEH yciuyry «MoOWibpHBIH OaHK» TpH
cMeHe HoMepa. B Xxoje Hcmomb30BaHUS KapThl
INOAKIIOYNUTh U UCIIOJIb30BAaTh TEXHOJOI'HIO «3D
Secure» (3T0  JOMOJHHUTENBHBIA  YPOBEHb
Oe3omacHOCTH - ere OJIMH mar
ayTeHTU(UKAIIMU  TIOJNB30BATENs,  KOTOPBIH
pacIuiauynBaeTcsl 3a TOBapbl WIIM YCIIYTH OHJIAWH.
I[Ipy  ucnonB30BaHMKM  3TOH  TEXHOJIOTHH
Jiep>kaTellb OaHKOBCKON KapThl TOITBEPXkIAET
KaXIyl0  OIepaluio 10  CBOGH  KapTe
CrieMaJIbHbBIM OJHOPA30BbIM I1apOJIEM, KOTOpLII‘/'I
oH mnonydaer B Buae SMS-cooOmieHus Ha
CBOI1 MOOHIIbHEIH Tele(OoH.

3. Bopywo «Bupyce». Ciydan, Korja ¢ Kapr ¢
NOJKITIOUYCHHBIMA ONMUUSAMH  «MOOWIBHBIH OaHK»
OeccieHO MponajalT JEHbIM CIIydaloTcs BCE
yame. Brmagenen kapTel yAMBISIETCS, KOTOa €My
co00IIaI0T, 4TO C €ro HoMepa ObLIM OTIIPABIICHBI
COOOIIEHUSI  CTOMMOCTBIO ~ HECKOJBKO  TBHICSAY
pyOneli, Beagb OH HHYEro He OTHpaBisl. Bce
IPOCTO, 3[1eCh 32 BJIETbLIA IETAET BCE «BUPYCY.

BO-TICPBBIX, YCTAHOBUTh HAa KOMIBIOTED U
Tene(hOH XOPOIIHA «aHTHBHUPYCY», BO-BTOPBIX —
M0  MHHUMYMY  I[OJIb30BaThCS  YCIIyraMu
WHTEepHET-0aHKa 1 MOOMIIFHOTO OaHKa.

4. «Bama kapra 3a0a0kupoBaHay. [ paxnane mo-
MpeKHEMY MPOJODKAIOT TOMAgaThCsl Ha YAOUKY
MOIIIEHHUKOB, OTHpaBistomux SMS-coobmienus
win TeneOHHBIE 3BOHKH O OJOKHPOBKE UX
0aHKOBCKOW KapTbl. B 3TOil cuTyanmm HyXHO
MOHUMATh, YTO OJOKHPOBKA KapThl MOXET OBITH
OCYIIECTBJIEHA TOJBKO IO Ballell WHUIUATHBE.
Ecnu BBI 3TOTO HE AETANN, TO O KaKOW OJOKHPOBKE
MOJKET HJITH peyb?

He BepuTh. 1 Tem Ooiee He mepe3BaHHBATH I10
ykazaHHOMY Homepy. Camoe mpocrtoe - JoiTH
Jo OaHKOMAaTa U IPOBEPUTH PAabOTOCTIOCOOHOCTH
KapTbl. Mnm ke MO3BOHUTH B CBOM OaHK MO
oduimaaLHOMy TeaeGoHy

5. O6man mno 3BoHkyw IIpuxogur CMC-
COOOILEHNE UM PA3JAaeTCs 3BOHOK C HE3HAKOMOIO
HOMCEpa. MomeHHnK OpeaACTaBIACTCA
POACTBEHHMUKOM HJIM 3HAKOMBIM W B3BOJIHOBaAHHBIM
rOJOCOM COOOIIAeT, YTO 3ajepKaH COTPYAHUKAMHU
MUIIMOUN H OOBHMHEH B COBCPUICHUU TOI0 HIN
HWHOTO IIPECTYIIIICHUA. MomeHHuKHT CTaparoTCsa
3amyTaTh KEPTBY, HE JaTb €H ONOMHHUTHCA,
MOSTOMY BEOYyT HENpPEPHIBHBIN pa3roBop C HeH
BIUIOTH JI0 TIOJTy9YEHUS ICHET.

Ileppoe u camoe TJHaBHOE MpPaBHIO -
NEPEe3BOHUTh TOMY, O KOM HAET peub. Ecim
TenehOH OTKIIOUEH, MOCTapalTeCh CBS3AaThCS C
€ro KOJUICTaMH, JPY3bsIMH M POJICTBEHHUKAMU
uid yrouHeHuss uHpopmarmu. M o6s3aTensHO
MO3BOHUTh B JIGKYPHYIO YacTh IO TeseoHy
102. CBoeBpeMEHHBII 3BOHOK IIOMOXKET BBINTH
Ha clea mpecTynmHHKoB, Camoe TJaBHOE -
pacckaXuTe O TakOM BHJIEC MOIICHHHYECTBA
MNOXHIBIM JIFOJIIM €W JIeTsM. Benbp OHH 110
HaMBHOCTH CTAHOBATCS CaMBIMH  YaCTBIMH
JKEePTBaMH IPECTYITHUKOB.

6. Homep-rpadurens. Bam npuxomur SMS ¢

HC 3BOHUTH I10 HCE3HAKOMBIM HOMCpPaM. 910




npoch0OW TEepe3BOHUTh Ha YKa3aHHBIH HOMEp
MOOWMIJIBHOTO TeledoHa, KOTOpas MOXKET OBITh
o0ocHOBaHa r000W TMPHYMHON: TOMOUIb APYTY,
U3MEHEeHUe Tapu(oB CBS3U, NPOOIEMBI CO CBS3BIO
WM ¢ Bameld OaHKOBCKOW KapTOW M TakK majee.
I[Mocne Toro kak Bbl TeEpe3BaHUBACTE, BEI
OTKITIOYaeTeCh, M OKa3bIBAETCS, YTO C BalIEro cueTa
CIHCaHbl KPYIHBIE CYMMBI.

€IUHCTBEHHBIN cIoco0 o0e3omacuth cedsd OT
Tene()OHHBIX MOIIEHHUKOB.

7. Kynu-npoaaii. CBOMX MOTEHIHATBHBIX XEPTB
MOIIIEHHUKHM dYallle BCETO0 HAaXOISAT Ha H3BECTHBIX
caliTax 0OBsBICHMIA O Tpofakax. OHM TpeaIararT
MEPEYNCIINT, Ha OAaHKOBCKYIO KapTy TIpOJaBIa
MpemoriaTy, a M 3TOTO TPOCAT €ro yKasaTh
PEKBU3UTHI  KapThl. B pe3yapTaTe  BMECTO
MMpeaoIIaThl COHUCBIBAOTCA MMCIOIMIUMECA Ha KapTe
MPOJaBIIa IEHESKHBIE CPEJICTBA.

HEe coo0IaTh HUKAKNX CBEICHHMA O Baleil KapTe
MMOCTOPOHHUM JUIaM. PacdyeTsr mpoBoauTh OO
HAIMYHBIMK, JHOO ke, 3aBeauTe  cebe
OTNIENbHYIO KapTy /il TOKYNKH B HWHTEPHET-
MarazuHax. Kiagure Tyma TONBKO Ty CyMMmy
JIEHET, KOTOPYIO BaM HYKHO 3aIUIaTUTh. B aTOM
cillydae Balld OCTaJbHBIE KapThl OyAyT B
0e3omacHOCTH

8. Ilomomp apyry. He penxku cimydaum, koraa
JKepTBa, ’Kejas IIOMOYb JpYyry, caMa Iepesaer
pPEKBHU3UTHI ~ OAHKOBCKOM  TIATEXKHOM  KapThl,
KOTOPBIN IO CPEACTBAM COLUAIBHBIX CETEH, MPOCIT
MPEIOCTaBUTh PEKBU3MTHI OAHKOBCKOM IIATCHKHOU
KapThl U «IIepeBoJia Ha Hee» JICHEr, TaKk KakK ero
«pa3MarHUTHIACh» U 3aKOHYMIICS CPOK ICHCTBHS, a
BOT-BOT JOJDKHBI ICPEUYUCIIUT ACHBI'U. Tak JKEpTBa
MIPEIOCTABISAET CBENEHUS O KapTe, U KOraa yxkKe
JEHbI'H C KapThl MOXMILEHBI, Y3HA€T O TOM, YTO
CTpaHMLla Jpyra B COLMAJIBbHOH ceTH Obljia
B3JIOMaHa U TIEPENUCKY BEIM MOIIEHHUKH.

CO3BOHUTBCA C  YCIOBCKOM, KOTOpLIﬁ 10
cpeacTBaM IIEPCHHUCKU TMPOCHUT MPEAOCTaBUTH
PEKBU3UTHI 0AaHKOBCKUX IIIATEIKHBIX KapT




